Hpunoxenne No2. Hudopmanmonnas namsiTica AJISt 00y HAIOIMXCH AVIS PASMener s fa
opHIHANLHBIX Hureprer-pecypeax

C KaxIBIM ToIOM MONOTEKH B MHTCPHETE CTAHOBUTECA GOJbLIE, A WKONBLHHKH ©HH u3
CaMBIX  AKTHBHBIX I0NB30BaTeNnelt Pynera. Mexny tem, momumo OrPOMHOTO  KOJIMYecTBa
BOSMOXHOCTEH, MHTCPHET HeceT M mpoGieMbl. Drta TaMATKa JOJBKHA MoMoub tebe Gesonacko
HAXOJUTHCS B CETH. '

I{onmbromepubze eupycyl

Komneiorepusiit  Bupyc — 10 Pa3HOBHIHOCTE  KOMIBIOTEPHBIX IpOrpamm,
OTJIIHIATENBHOH  OCOBEHHOCTHIO KOTOpO#  sBiseTcss  cnocoBHOCT K pasMHOXeH®0. B
AIOTIONIHEHHE K DTOMY, BHPYCHI MOT'YT HOBPEAHTD MM HOJNHOCTBHIO YHHYTOXKHTE Bee baiine
AAHHBIC, MOAKOHTPONIBHBIE TONB30BATENO, OT HMEHH KoToporo Obu1a 3amymena sapasiénnas
IpOrpaMma, a TaKKe MOBPeMTh HIH Jajce YHHITOXHTL ONEPALUMOHHYIO CUCTEMY CO Beemu
aiinamu B nenom. B GonpmmucTse CIIydaeB pacnpoCTPaHsIOTCS BUPYCEH Yepe3 HHTEPHET .

Mertons! 3auuTe! oT BpegoroCHEIX IporpaMm:

1. Hcnon3yii coBpemenmble ONEpalHOHHbBIC CHCTEMBI, UMEIOIHE CepbE3HBIN Y poBeus
SAUHTEL OT BPEIOHOCHBIX IIPOrPamMm;

2. TlocrosHHO ycTaHaBnmpal nagry (wadposrre 3ammaTku, KOTOpbIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C LENBIO HOpabTKH IPOTPaMMBI) M JIPYrHe OBHOBIEHHT CBoei]
OTIEpallHONHON cucTeMbl. CKaunBail UX TOMBKO ¢ oduumansHoro caiira paspadorunka
OC. Ecmu cywectByer PEXHM aBTOMATHYECKOr0 OGHOBIEHHS, BKIIIOYH ero;

3. Pa6orait na cBoeM KOMIIBIOTEPE MOX NPaBaMM MONB30BATEIA, A He aIMHHHCTPATOpA,
OTO He Mo3BomUT OONBITMHCTBY BpeNOHOCHBIX IIPOrpaMM  HHCTAJUTHPOBATHCS Ha
TBOEM MEPCOHAIBHOM KOMIIBIOTEpE;

4. Hcnons3syii antusHpycHsIe IIPOrpaMMHBIE IPOJYKTEl H3BECTHBIX OpOU3BOLUTENEH, ¢

ABTOMAaTHYECKUM OOHOBNIEHHEM a3,

Orpanuus pusmueckuit AOCTYI K KOMIIBIOTEPY I IOCTOPOHHUX JIHLL

6. Hcnons3yii Buerunme HOCHTEH HH(pOpPMaLHH, Takue Kak anetuxa, nuck wim paitn us
MHTEPHETA, TOJIBKO H3 NPO(EPEHHBIX UCTOYHHKOB;

7. He orxpsiBaii KOMIBIOTEPHBIE (MBI, MOIYYEHHBIE H3 HEHANENKHEIX HCTOYHHKOB,
Haxe Te Qaiinsr, xoTopsre Tpuchan TBOH 3HakoMbmi. Jlyumre yroumu Yy Hero,
OTIIPaBJIAJ JIH OH TeOe ux.
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Cemu WI-FI

Wi-Fi - 910 He BuA [€pelatii aHHbIX, HE TEXHOJIOIHS, a BCEro JIMILL Gpenn, Mapka. Emre
B 1991 romy Hunepnmanjickas xomnanus 3apeructpuposana 6penn « WECA», uto 06o3ravae
ciiosocoderanue «Wireless Fidelity», koropstit IICPCBOMUTCS KaK «OeCnpOBOAHAS TOUHOCTEY.

Jlo namwero Bpemenn pomuia Apyras ab0peBuaTypa, KoTopas SBNAETCS TAKON XKe
TeXHoJorHeR. Ito abbpeBnatypa «Wi-Fiv. Takoe Haspame OBLIO 1aHO ¢ HAMeKOM Ha crangapr
BBICHINH 3BYKOBO# Texuuku Hi-Fi, uto B TICPEBOLIC 03HAYAET «BBICOKASI TOUHOCTHY.

Ha, Gecrutarusiit HHTCPHET-IOCTYN B Kade, OTENIX W asponoprax spusercs OTIIMYHOM
BO3MOXHOCTBIO BbIX0Ja B HHTepHET. Ho MHOrHE SKCMEPTBI CYUTAIOT, ¥TO 0BIEea0CTYMHBIE Wi-

Fi cetn He sBasIOTCS 6e3onacHpIMH.

Cosetsl 110 Ge3onacHocTH pabote B o6uienocTymHbIX cetsix Wi-fi:



He nepemasait cBoro juumyio uHpopMaIHIO Yepes oburenocrynunie Wi-Fi cern.
Pa6oras B HuUX, XKenaTeNbHO He BBOIUTEH NaponH JOCTYNa, NOMHBI U KAKHEe-TO
HOMepa;

Hernonesyit u o6HoBnsIM AHTHBHPYCHBIE MporpamMmsl U 6panamayep. Tem campiM Tox
obe3onacuuib ce6st OT 3aKAYKH BHPYCA Ha TBOE YCTPOHCTBO;

llpn mcnonssosanuu Wi-Fi otxmoun bysxwmo «O6mmit nocryn x daiinam u
NpuHTepaMy. JlaHHas (YHKIMA 3aKphITa 10 YMOIYAHHIO, OIIHAKO HE KOTOpBIe
HOJIE3OBATCIIH aKTHBUPYIOT €€ JUIst y00CTBA HCIOIB30BaHAS B paboTe Uik yuebe;

He ucrmons3yit ny6nuunsii WI-FI ans TIepenaun JMYHBIX JAaHHBIX, HANDHIMeEp IUis
BBIXOLIA B COUMAIBHBIC CETH WIIH B NIEKTPOHHYIO OYTY;

Miione3yit ToNIbKO 3aLIHIIEHHOE COCMHHEHHE yepes HTTPS, a ne HTTP, T.c. pH
Habope BeG-anpeca BBOAW UMeHHO «https:/»;

B moGumsHoM Tenedome  oTkmouM ynxmmo  «Ilomkmodenne x  Wi-Fi
aBToMaTH4eckiy. He nomyckail aBroMaTH4eckoro momxosenms YCTPOHCTBA K ceTAM
Wi-Fi 6e3 TBo€ero cormacusi.

Coyuanvnvie cemu

CouuanbHble ceTH aKTHBHO BXOIAT B Hallty XH3Hb, MHOTHE JIOIHM PabOTAIOT M SKUBYT
TaM MOCTOAHHO, a B Facebook ysxe saperucrpuposan MUJITHAP/ YEJIOBEK, YTO SBJIACTCS OMHOMN
CebMOl Beex sxurenell miaHeTsl. MHOTHe IONB30BATeNH He NOHUMAIOT, YTO HH(pOpManus,
PasMCIICHHAA HMH B COUHANBHBIX CETAX, MOXKET OBITh HalffieHa M HCIIONB30BAHA KeM YI'OZIHO, B
TOM YHCIIE He 0053aTeNbHO ¢ G/IarHMi HaMepeHHsIMH.

OcHoBHEIE COBETHI 110 6€30I1aCHOCTH B COIHMAIBHBIX CETIX:

1.

2.

Orpannup cnucok apyseil. V' tebs B APY3bAX HE IOJDKHO OBITh ciiyyaliHpIX H
HE3HAKOMBIX JIIOlEH;

3aumnaif cBoX yacTHyIO xu3Hb, He YKasbiBa#l naponu, Tenedomnsl, aapeca, Jary
TBOCTO POXIEHHS M JAPYryrO JIHYHYIO HHOPMALMIO. 3M0yMBIIUICHHHKH MOTYT
HCIOJIP30BaTh JlaXe MHPOPMALHMIO O TOM, KAk Thl M TBOH POLMTENH IIaHHpyeTe
NPOBECTH KAHUKYIIBI; .

3awmmai cBOKO PeIyTaumIo - AEPXKHU €€ B YUCTOTE 1 3anaBail cebe Bompoc: XoTen 6p
ThI, YTOOBI Ipyrie MOJIL30BATENN BHIEINH, YTO Thi sarpyxaems? ITonymail, ripexie
YEM HTO-TO OMyOIMKOBATE, HAIIHCATE H 3arPy3UTh;

Ecima eI roBopuib ¢ moxsmu, KOTOPBIX HE 3HAEIIb, HE UCIOJB3YHl CBOE peanbHoe
HMsL M IpPYTYIO JIMYHYIO HHMODMAUMH: HMS, MECTO >KHTENBCTBA, MECTO y4eObl u
npoyee;

Hs6erait pasmemenns ¢ororpaduit B Unrepuere, rae T H300paXKeH Ha MECTHOCTH,
110 KOTOPOH MOXHO ONIPENETHTH TBOE MECTONONOKEHHE;

IIpn peructpauus B coumansHoi ceTH Heo6X0MHMO HCIIOJIB30BaTh CIOXHBIE ITAPOITH,
cocrosmue u3 6yKB ¥ HQP U ¢ KONTHYECTBOM 3HAKOB HE MeHee 8;

Jna counansHo# ceTH, MOYTHI U APYruX CafTOB HEOGXOMMMO HCIIOJIB3OBATL paHbie
naponu. Toraa ecnu Te6s BRIOMAIOT, TO 3M0YMBIILICHHHKY HOYYaT JOCTYI TOIBLKO
K OJTHOMY MECTY, a He BO BCE Cpasy.

Inekmponnvie denveu

ONEKTPOHHBIC NEHBIH — 3TO OYEHb YAOGHBIA CHOCOG IIIATEKEH, ONHAKO CYLIECTBYIOT
MOLICHHHKH, KOTOPBIC XOTAT MOJYYHTh ITH NEHBIH.

BJ'IGKTPOHHI)IF ACHBI'H MOSABHIIHCHL COBCEM HENABHO M MMEHHO H3-3a 3TOrO BO MHOTHX
rocymapcrnax no cux IIOP HE NPOITUCAHO IIPO HUX B 3aKOHAaX.



B Poccun xe oun GyHKUHOHMPYIOT W 0 Hux YK€ NpOIHCAHO B 3aKOHE, TIJie wx
PAsICIIMOT HA HECKOJBKO BHIOB — AHOHHMHBIE H He AHOHHMHBIC. PasHuua B Towm, uyro
AHOHHMHBIC - 9TO Te, B KOTOPBIX pa3peluaercs HPOBOMUTL omnepaunu 6e3 unentuchurarmy
HOJIL3OBATEIIS, & B HEAHOHHMHBIX HACHTH(UKAIHK TIONB30BATEIIS SABACTCH 06S3aTENBHO],

Taxxe cienyer pasmuuars SNIEKTPOHHBIE (HATHBIC NEHBIH (PaBHbI FOCYlapCTBEHHBIM
BaTIOTaM) U 9JEKTPOHHEIE HehHATHEIE ACHBTH (HE PaBHBI FOCYIAPCTBEHHBIM BaIIOTaM),

OcHoBHbIE cOBETHI 110 GesonacHoi paboTe ¢ SIEKTPOHHBIME EHBraM:

1. IlpuBsku K cyery MOGHMBHDIN TenedoH. ITo camplit YROOHEIT 1 GLICTPBIT crioco6
BOCCTAHOBUTL NOCTYN K cuery. [IpuBsisaHupIif Teneon nomoxer, eciu 3alynems
CBO¥ IIATEKHEIA TAPOIIH WK 3alIICIIpb Ha CANT ¢ HE3HAKOMOTO yCTpo¥icrTsa;

2. Hcnone3yit OnHopasoBele maponu. ITocne mepexona na YCHJIEHHYIO aBTOD H3anuio
Tebe yxe He 6yner YTPO3KaTh ONACHOCTH KPaXKH MM TIepexBaTa TIATEXHOTO TIaposs;

3. Bwifepu croxuprii napons. Ilpectynaukam 6yner we IIPOCTO  yrajath CITOMXHBIH
napons. Hazexusie naposu — ato TIapoJIH, KOTOPBIE COLEPKAT HE MEHEES 8 3HAKOB 1
BKIIOYAIOT B Ce0sl CTPOYHBIE M HPOMHCHBIE OYKBBI, LHPPEI 1 HECKOTBKO CHMBOJIOB,
TaKHE KaK 3HAK fojuiapa, QyHTa, BOCKIMIATE bHbII 3Hak # 1.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM NMUYHBIE MaHHBIE HA caiitax, KOTOPEIM He NOBEpPSEINb.

Inexmponnan nouma

OJIEKTPOHHAS [10YTA — 3TO TEXHOIOIHS 1 TIPENOCTABISIEMBIE €10 YCIYTH 110 NEPECHIIKe 1
TOYEHHIO JIEKTPOHHBIX COOGIIEHHUH, KOTOphIe PACHpPENeNsIOTCS B KOMIBIOTEPHOM ceTy.
OO6BIYHO  91eKTPOHHBIH  TOYTOBHI JIMHK  BRICISAMT  clenyiomuM  oBpasom:
HMs_II0JIb30BATENA(@HUMS_oMeHa. Takxke KpoMe mepenmaydm mpocToro Tekcra, uMeercy
BO3MOXHOCTb 1lepeJaBaTh (aiisL.

OcHOBHBIE COBETHI 10 Ge30MacHolH pabore ¢ aneKTPOHHON MOYTOiH:

1. Hapno BrGpars npaBunbHe noyrossi cepsuc. B uuTepHeTe ecTh orpomubIii BeIOOp
OecIIaTHEIX I0YTOBBIX CepBHCOB, OZHAaKO JIy4Iue TOBEPSTH TeM, KOTO 3HAelIb H KTo
NIEPBEIH B pelTHHTE;

2. He yxassBait B mH4HON mouTe THYHYI0 HH(OpManmio. Hampumep, ny4iue BeIOpars
«MY3BIKATBHBIH_(hanat@» wnu «pox2013» BMecTo «remal3n;

3. Hcnonsayit ABYXSTallHYIO aBTOPH3ALMIO. DTO KOrIa IOMUMO TIapOoJIsS HYXHO BBOIUTE
KOJ, NPHChIIaeMbIit 1o SMS;

4. BeiGepu cioxwusiit naposs. Jlist xaxoro mourosoro smuka JOKEH OBITH CBOM
HANEXHEIH, YCTONYHMBEI K B3JIOMY 11apOJib;

5. Ecnu ectb BO3MOXHOCTH HamucaTs CamoMy CBOH JIMYHBIH BONIPOC, MCTOMB3yii Ty
BO3MOXHOCTB;

6. Hcmome3yii HECKONBKO IOYTOBEIX AWMKOB. [lepBerit nms wacTHo NEPENUCKN ¢
ajlpecaTaMt, KOTOPBIM TBl JOBEpsiElibh. ITo JICKTPOHHBIA anpec He mHazo
HCHOJIE30BATD IIPH PErHCTPALMK Ha (GOopyMax H caiTax;

7. He otkpsisait Qaiine u APYTHE BIIOXCHHUS B MHCbMaxX NaXe €CM OHH IPHIIIH OT
TBOMX npyseif. Jlydine yrounu y uux, OTIPABJIAIIM JIK OHH Tebe 5TU (aiiibL;

8. Tlocne OkOHYaHMS PaGOTHI HA IOYTOBOM CEPBUCE NIEpENl 3aKPHLITHEM BKJIANKH C
caliToM He 3a0yap HaxaTe Ha «BbIiTHY.



Kubepbynnunz unu eupmyansnoe usdesamenvcmeo

KubepGymmur —  npecnegosanue  cooGmenusm, ConepKaluMK  oCKopOeH s,
drpeceuio, 3alyrHBAaHKE; XyIMTaHCTBO; COUHANbHOS GOUKOTHPOBAHKE C MOMOLIBIO PASIHUHBIX
HHTEPHET-CEPBUCOB.

OcHoBHBbIE COBETEI 110 GOpr6E ¢ KHBEpOYILIUHIOM:

I He 6pocaticsa B Goit. JIyuwmii coco6: mMocoBeTOBATHCS KaK ce6si BecTH H, €CIIH HeT
TOro, K KOMY MOXHO OOpaTHThCA, TO BHAYANE YCTIOKOHTHCH. ECHHM Thl FauHEm:
OTBE4aTh OCKOPOIEHHAMHM HA OCKOPOGJIEHHS, TO TONBKO emre GoJblie PazONOKEN,
KOH(IUKT;

2. Vupasnsii cBoeil kubeppenyranuei;

3. AHOHMMHOCTH B ceTH MHAMas. CymecTBYIOT crnocoGer BBISICHHTB, KTO CTOHMT 3a
AHOHHMHBIM aKKayHTOM;

4. He crout BecTH Xynmuranckuit o6pas BApTyaNbHOH u3uu. UHTeprer pukcupyer sce
TBOH N@HCTBHS U COXpaHAET HX. Y NanuTh ux Gymer Kpaiine 3aTPyIHUTENLHO;

5. Cobmonaii cBOi BUPTYaIBHYIO YeCTh CMOJIONY;

6. Urnopupyif eiuHHYHBIH HeraTus. OnHopasoBble  OCKOPGHTENEHEIE COOGIIEHHs
nyume uraopuposath. OGBMHO arpeccust PeKpamacTcs Ha HayanbHOR cTaguw,

7. ban arpeccopa. B nporpaMmmax o6MeHa MIHOBEHHBIMH COOBILEHHSIMH, B COLM AIBHBIX
CEeTAX €CTh BO3MOXHOCTh OJIOKHPOBKH OTHpPAaBKH COOGLICHMH OIIpPE/ICJIEHHBIX
anpecos;

8. Ecnm tBI cBuperenms xubGep6ymmnra. Teow  jefcTBHs: BBICTYITUTL  [IPOTUR
TPECIICAOBATENS, TOKA3aTh €My, YTO ero JeHCTBHS OLEHHBAIOTCS HErATHRHO,
HIOMLCPXATE JKEPTBY, KOTOPOH HYXXHA IICHXONOTHYECKAs [MOMOINb, COOBIIHTD
B3POCIIBIM O (paKTe arpecCHBHOIO MOBEIEHHUS B CETH.

Mobunoweiii menegon

CoBpeMennble CMapTOHBI M IUIAHIIETH! COsepar B ceGe BrONHE B3POCIIBIi
(yHKLUHOHAN, M Temeph OHH MOrYT KOHKYPHPOBAaTh CO CTAallMOHAPHBLIMH  KOMITBIOTEPAMH.
OnHako, CpesCTB 3alUThI 15l OAOGHBIX YCTPOMCTB MOKA 0YeHb MaJo, TectupoBanue u nouck
YS3BUMOCTEH B HHX NPOMCXONUT He TaK MHTEHCHBHO, Kak s ITK, 10 xe camoe kacaercs u
MOOHIIBHBIX TIPUIIOKEHHI.

Cospemennble MOGHIIBHBIE Gpay3epbl YKe NPAKTHYECKH IOTHANN HACTONbHBIC aHaJIOTH,
OIHAKO pacuIMpeHHe (yHKLMOHANA BJICUET 3a cOGOH GONBILYIO CIONKHOCTD M MEHBIIYIO
3aIULICHHOCTS.

Jlasieko ne Bce MPOH3BOLMTENH BHITYCKAIOT OOHOBJIEHHS, 3aKPHIBAIOIIME KPHTHUECKHE
YA3BUMOCTH JUISl CBOMX YCTPOHCTB.

OcHoBHbIe coBeTHI 115 6€30MTaCHOCTH MOBHIIBHOTO Tenedona:

I. Huyero e sBnsercs mo-macTosmeMy GecriaTHBIM. Byne ocroposxen, Benn korma
Tebe NpeanaraioT GecIUIATHBIM KOHTEHT, B HeM MOIyT OBITH CKPBITBI KaKHe-TO
IUTATHBIE YCIIYTH;

2. Jlymaii, npexue dem otmpasuts SMS, $oto nmn Bupeo. Tel TOUHO 3HAELB, Fe OHY

OynyT B KOHEYHOM HTOTE?

Heobxonumo oGHOBIIATE OnepanuoHHyo CHCTEeMY TBOEro cMaptdona;

4. Mcnomb3yit aHTHBHPYCHBIE TIPOrPAMMBI VIS MOBHIIBHBIX TenehOHOB;
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5. He 3arpy»aii IPUIOKEHHS OT HEH3BECTHOTO HCTOYHMKA, BELb OHI MOTYT COJIEPKATD
BpENIOHOCHOE MPOTPaMMHOE obecneueHne;

6. Tlocie TOrO KaK Tl BBIAZEUIs ¢ CAHTA, TIE BBOMHI JIMUHYIO0 HHGOPMALKIO, 3AMIH B

HacTpoiiky Opaysepa H yAalld cookies;

ITepuoauuecku NpoBepsl KAKUE IIATHBIE yCIyru aKTHBAPOBAHBL HA TBOEM HOMEDE;

JlaBait cBOil HOMEP MOOHIBHOTO TenedoHa TOJBKO JHONAM, KOTOPBIX Thl 3HACUIL H

KOMY JOBEpAEIIb;

9. Bluetooth momxeH GBITh BBIKIIOYEH, KOTJA Thl HM ue monp3yembes. He 3abbisait
MHOI/IA IPOBEPATH 3TO.

%0 =

Online uzpot

CoBpeMEHHBIE OHJANH-UIPBl —~ OTO  KPACOHHEIC, 3aXBATHBAIOIINE pPa3BlI€veHus,
o6 BbeIMHAIONIHE COTHH THICSY YCTOBEK MO BCEMY MHPY. WIrpoku MCCHIeRyIoT JAHHBIH FIM MU,
OBIIAIOTCS APYT C APYTOM, BBINOJIHAIOT 3a/aHH, CPaKAOTCSL ¢ MOHCTPAMH H TIOMYHAIOT ONBIT.
3a yHOBOJLCTBHE OHHM IUIATAT: IOKYIAOT JMCK, OIUIAUMBAIOT AGOHEMEHT HIM NMpHOOpeTaoT
KaKue-TO OTILIKH.

Bce 3TH CpEACTBA HAYT Ha MOJIEPXKAHME U PasBHTHC Hrphl, @ Taloke Ha caMmy
6e30IaCHOCTD: COBEPUIEHCTBYIOTCS. CHCTEMbI  aBTOPH3ALMH, BBINYCKAIOTCS HOBBIS IaTHH
(umpoBbie 3aTUIATKH [T NpOrpaMm), 3aKPLIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nono6HBIX Mrpax CTOHT OnacaThcsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpaXH
TBOETO 1apois, Ha KOTOPOM OCHOBAHA CHCTEMA aBTOpU3alnu GOJIBIIKHCTBA UIP.

OCHOBHBIE COBETHI T10 6E30MacHOCTH TBOETO UrpOBOro aKKayHTa:

1. Eciu gpyroi Urpok BeIeT ceBs1 TIOX0 Wi cosznaeT Tebe HeNPUATHOCTH, 320 TOKUpYH
ero B CIIUCKE UTPOKOB;

2. Tloxanyiics aIMHHHCTPaTOpaM WIpbl Ha UIOXOe TIOBEINCHHE JTOr0  HIpoKa,

JKeJATENBHO IIPHIOKUTH KAKHE-TO JIOKa3aTe/IbCTBa B BUJIE CKPUHOB;

He yxa3piBaii THYHYIO pHdOpMAIHIO B podaiie Urpel,

Vpakail JpyruX y4acTHHKOB I10 MIpe;

He ycranasiupait HeoQHIHATBHBIC NATIH 1 MOJBI;

Hcnonp3y# CIOXHbIC B Pa3HBIC TApOITH;

Jlaxxe BO Bpemsl MIPbl HE CTOUT OTKIIOYaTh aHTHBUpYyc. [Toka ThI HTPACIUb, TBOH

KOMIIBIOTEP MOT'YT 3apasuThb.
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Dumune Wil Kpajea TUYHbIX OGHHbIX

OGpaHOli Kpaxel IeHEr W JOKYMEHTOB CEIOIHA yxKe HEKOro He YyNHUBUIIL, HO C
pa3BUTHEM MHTEPHET-TEXHONOTHH  3/IOYMBIIITCHHHKH IepeMeCTHINCh B MHTEPHET, M
MPONOIDKAIOT 3AHUMATHCH WTIOOUMBIMY JIETIOM.

Tax MOSBHNACH HOBas Yrpo3a: HHTEPHET-MOMICHHHYECTEA HIH (uuMHT, TIaBHAs 1eNb
KOTOPOTO COCTOMT B MOJY4eHHH KOH(UICHIHATBHBIX JaHHbBIX nonp3oBareneil — JOIHHOB U
naponeit. Ha aHrIMACKOM SA3bIKE phishing unTaeTCa KaK dumuur (ot fishing — priGHast OB,
password — rapoJib).

OCHOBH)bIE COBETHI 110 60pbe ¢ PUIIHHIOM!

|, Cremu 3a CBOMM aKKayHTOM. Ecnu Thl MOAO3PEBACLIb, HTO TBOS aHKera Obuia
pyloMaHa, TO HeoOXomuMo 3a0NOKMpOBATH €€ M coOBUMT, AIMHHHCTPATOpaM
pecypca 06 ITOM KaK MOYHO CKOPEe;



2. Hcnonesyit Gesomacweie Be6-caffith, B TOM YHUCNE, HHTEPHET-MAraxuHOB W
ITOUCKOBBIX CHCTEM;

3. Hcmomb3ayit cnoxssle M pasuble mapony. Takum obpasom, ecnu Tebst B3IOMAIOT, TO
3TOYMBIIUICHHUKH OIy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY MPOQHINO B CeTH, a He
KO BCEM;

4. Ecnmu tebst B3noMand, TO HEOOGXOMHMO NPeiyNpeiHTh BCEX CBOMX 3H aKOMBIX,
KOTOpBIe 06aBIeHBl Y TeOsl B APY3BAX, O TOM, YTO TeBS BIIOMAIH H, BO3MOYXHO, OT
TBOETO MMEHH Oy/IET pacCHUIATHCS CIIAM M CCBUTKH HA (HIIHHIOBbIE caiThI;

5. Ycranosu Hanesxssid apons (PIN) Ha MOGHIBHBI renedon;
6. OTKIOYH COXpaHEHHE MAPOJIsl B 6paysepe;
7. He orkpbBait daiinsr u Apyrue BIOXKEHHS B MHCHMAX e ecid OHH NPHIWIHA 0T
TBOMX Jipy3ei. Jlyyiue yTouHH y HUX, OTIIPaBIIIIA JIM OHY Tebe 9TH Gaiinb,
Lugpposas penymayus

[udporas penyranus - 370 HEraTHBHAS MM MO3UTHBHAS vHpOpMALINS B CETH O Tebe.
Komnpomerupyromast undopmanms pasmermennas B HHTEPHETE MOXET CEPhe3HBIM O6pa3oM
OTPA3HTLCA HA TBOEH peanbHOH xu3Hu. «L{udposas penyrauus» - 310 TBOK HUMUIDK, KOTOpPBI
(opmupyercs u3 nupopmauuu o Tebe B HHTEPHETE.

TBoe mecTo xuTeNnsCTBA, yye6hl, TBOE (bunancoBoe nonoxenue, 0coGeHHOCTH Xapaxrepa
H PaccKasbl 0 OTU3KHX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHOrHe I0POCTKH JIErKOMBICIICHHO OTHOCATCS K nyOiuKanuy muaHoi HHbOpMamy B
WnrepHere, He mOHUMAas BO3MOXKHEIX MOCHENCTBUi. ThI JaXe HE CMOKEIID JOTalaThbCsl O TOM,
4TO (hoTorpadusa, pasmelenHas 5 jer Hasaz, crana IPUYMHON 0TKa3a NPUHATE TeOs Ha pabory.

Kommenrapun, pasmemenne TtBoux dororpapuit u napyrue neiicrsus MOTYT He
HCUC3HYTH NAXKE IIOCHE TOro, Kak Thl MX YHanumb. Tel He 3HaelIb, KTO COXPaHHI ITy
MH(OPMALIHIO, TIOTIaNa JTH OHA B MOMCKOBBIE CHCTEMEI | COXpPAHHMIIACH JIH OHA, a IJIABHOE: YTo
HOAYMAIOT 0 Tebe OKpyXKarowiee JIOIH, KOTOpbIE HaHAYT H yBMAAT 3T0. HaiiTi uHbOPMaLHIO
MHOTO JIET CITyCTH CMOXeT JI060# — Kak u3 moGphIx noOyXneHui, Tak u ¢ HaMepeHHeM
NPUYIHHHTB Bpel. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3a1HTE UQPOBOI] penyTauuu:

1. ITonymal, mpexne 4em 4TO-TO MyGIUKOBATH M nepenasath y cebs B 6yore wiu B
COIHANBLHOM CeTH;

2. B nactpoiikax npoduis ycTaHOBY OrpaHMYeHHs HA IIPOCMOTP TBOETO NPOUIIS H ero
COLEPIXKMUMOT O, ClIeIIal €ro TONBKO IS Jpy3eit»;

3. He pasmernaii u He ykasbiBait mEpOpManuIo, KOTOpast MOXKeT KOro-mbo ocKOpOIsTE
HIIH 0OMXKaTh.

Asmopcioe npaso

COBpCMCHHbIe IIKOJbHHKH— AaKTHUBHBIC IOJIL30BATEIIN HH(l)pOBOFO NpocTpancTsa.
OnHako Jajseko He Bce 3HAKOT, YTO IOJIB30BAHHE MHOTHMH BO3MOXKHOCTSIMH HH(I)pOBOI‘O MUpa
'rpe6yeT coOmonenus NpaB Ha HHTEJJICKTYAJIBHYIO COOCTBEHHOCTE.

Tepmun  «uHTENNIEKTYNIbHAS COBCTBEHHOCTEY OTHOCHTCS K Pa3IMUHBIM  TBOPEHUSIM
HCJIOBEMECKOro yMa, HAMHHAS C HOBBIX M300pETEHHH M 3HAKOB, 0603HAYAIOMUX COBCTBEHHOCTD
Ha TPONYKTBl M yCIyrd , M 3aKaH4yuBas KHHramW, ¢ororpadusamu, KuHOGHIBMAMH M
MY3BIKAILHLIMH TPOH3BEAEHHSAMH.



ABTOPCKHE ITpaBa — 3TO MpaBa Ha HHTEIVIEKTYATbHYIO COOCTBEHHOCTh Ha NPONBRENCH IS
HAYKH, JINTEPATYPbl U HCKYCCTBA. ABTOPCKHE [PaBa BHICTYIAIOT B KAYECTRE rapa’Tiy ¥oro, 4ro
MHTEJUICKTYaNbHBIH/TBOpUecKHil Tpyn aBropa He Gyzer HaPACHBIM, JIACT €MY CIIPAB ¢JJIUBbIe
BO3MOXHOCTH 3apabOTaTh Ha pesy/bTaTax CBOEro TpyJa, NOJIYYHTE U3BECTHOCTH M NP U3HAHKE,
Huxro Ges paspemenus asropa He mosxer BOCIIPOM3BOAHUTE €0 NPOH3BEJEHHUE, PACIPOCTPAHSTE,
nyONAYHO JIEMOHCTPHPOBATE, TPONABATE, UMIIOPTHPOBATh, [MYCKaTh B MPOKAT, IT YGIMYHO
HCTIONHATh, I0KA3LIBATE/HCIONHATE B 3UpPE HITH pasMelnaTh B Hurepuere.

Hcnonk3opanue «amparckoroy IIpOrpaMMHOr0 0GeCTIeYeHHsT MOKET PHBECTH 1€ MHOIMM
PHCKAM: OT MOTCpH NaHHBIX K TBOMM aKKayHTaM 10 GIOKHPOBKH TBOEro YyCTpOoHCTBA, rae
YCTaHOBJICHHBIH He neranpHas nporpamma. He crour Tamoke 3abbIBaTh, YTO CyLElECTBYeT
JIErabHbIe K OECIIATHBIE IPOTPAMMEL, KOTOPBIE MOXCHO HANTH B CETH.

O nopmane

Ceresnuok.pd — TBOM IMaBHBII COBETUHK B CeTH, 3nece THI MOXems y3Hate o
0€30IaCHOCTH B CETH NOHATHBIM H JOCTYIHBIM A3BIKOM, & NPH BO3HHKHOBEHHH KPHTHYECKOf
CHTyaluu 0OpaTHTBCA 34 COBETOM. A TakKe [IPHHATD YYaCTHE B KOHKYPCAX H CTATH CAMBIM
UHPPOBEIM IpaXJaHUHOM !



